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DETAILED ACTION 

Election/Restrictions 
1 . Applicant's election without traverse of species 1 in the reply filed on 2/28/2007 is 
acknowledged. 

Claims 3 and 13 are withdrawn from further consideration pursuant to 37 CFR 
1 .142(b) as being drawn to a nonelected Species 2, there being no allowable generic or 
linking claim. Election was made without traverse in the reply filed on 2/28/2007. 



Double Patenting 

2. The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. A nonstatutory 
obviousness-type double patenting rejection is appropriate where the conflicting claims 
are not identical, but at least one examined application claim is not patentably distinct 
from the reference claim(s) because the examined application claim is either anticipated 
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 
USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1 .321 (c) or 1 .321 (d) 
may be used to overcome an actual or provisional rejection based on a nonstatutory 
double patenting ground provided the conflicting application or patent either is shown to 
be commonly owned with this application, or claims an invention made as a result of 
activities undertaken within the scope of a joint research agreement. 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). ■ 
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Claim 1 is provisionally rejected on the ground of nonstatutory obviousness-type 
double patenting as being unpatentable over claim a of copending Application No. 
10/676390. Although the conflicting claims are not identical, they are not patentably 
distinct from each other because all the limitation of claim 1 except following limitations 
are anticipated by claim 1 of application number 10/676390: 

a crypto communications module coupled to said crypto engine: 

and said PHY communications module being operatively coupled to said crypto 
communications module. 

Fujimori et al. (US 2004/0030805 A1) teaches a crypto communications module 
coupled to a crypto engine (Fig. 7, Numeral 326, data link and other links that are 
connected to component 326 providing data and control signals); and a PHY 
communications module being operatively coupled to a crypto communications module 
(Fig. 7, encoder/scrambler is residing within PHY and sharing control signals with 
other components of PHY).t would have been obvious to modify claim 1 of application 
10/676390 to include crypto communications module coupled to crypto engine, as 
taught by Fujimori to provide control and data signal to crypto engine so that crypto 
engine can perform cryptographic operations on data. Further it would have been 
obvious to couple crypto communication module to the PHY communication module so 
that data can be transferred to the medium through PHY after cryptographic operation is 
completed. 
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This is a provisional obviousness-type double patenting rejection because the 
conflicting claims have not in fact been patented. 



Claim Objections - 37 CFR 1.75(a) 

3. The following is a quotation of 37 CFR 1 .75(a): 

The specification must conclude with a claim particularly pointing out and distinctly claiming the subject 
matter which the applicant regards as his invention or discovery. 

Claim 1 is objected to under 37 CFR 1 .75(a), as failing to particularly point out 
and distinctly claim the subject matter which application regards as his invention or 
discovery. 

Claim 1 recite, "said digital circuitry configured to transmit to, and receive from, a 
Media Access Controller". 

However, it is not clear from the claim what is mend by "configured to transmit to, 
and receive from, a Media Access Controller"? 

In light of the corresponding written description of the invention, and for purposes 
of examination, the following interpretation of claim 1 , lines 5-6 will be assumed: 
digital circuitry coupled to said analog circuitry, said digital circuitry configured to 
transmit to, and receive data/control signals (as depicted in Fig. 3) from, a Media 
Access Controller (MAC). Correction is required. 



Claim Objections - 37 CFR 1.75(d)(1) 
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4. The following is a quotation of 37 CFR 1 .75(d)(1 ): 

The claim or claims must conform to the invention as set forth in the remainder of the specification and 
the terms and phrases used in the claims must find clear support or antecedent basis in the description 
so that the meaning of the terms in the claims may be ascertainable by reference to the description. 

Claims 7-10 and 17-20 are objected to under 37 CFR 1 .75(d)(1 ), as failing to conform to 
the invention as set forth in the remainder of the specification. 

Claims 7-10 and 17-20 are objected because specification failed to provide proper 

antecedent basis for the claimed subject matter. See MPEP § 608.01 (o). The 

examiner suggests adding claim limitations back to the specification without adding new 

matter. Correction is required. 



Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-2, 4-12, 14-20 are rejected under 35 U.S.C. 102(e) as being anticipated 



by Fujimori et al. (US 2004/0030805 A1). 
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Regarding Claim 1, Fujimori discloses an apparatus for providing link layer 
security in a Physical Layer Transceiver (PHY) comprising: 

analog circuitry configured to transmit to, and receive data from, a data 
transmission medium (Fig. 4, Numerals 1, 17 and 30 and paragraph 0030) 

digital circuitry coupled to said analog circuitry (Fig. 5, Numeral 130), said digital 
circuitry configured to transmit to, and receive data/control signals [as explained in 37 
CFR 1 .75(d)(1) objection above] from, a Media Access Controller (MAC) (Fig. 5, 
numerals 20 and 10) 

a PHY communications module coupled to said analog and digital circuitry (Fig. 
4, Numerals 15 and 17); 

a crypto engine coupled to said digital circuitry (Fig. 7, Numeral 326, 
"Encoder/Scrambler"); 

a crypto communications module coupled to said crypto engine (Fig. 7, Numeral 
326, data link and other links that are connected to component 326 providing data 
and control signals); and 

said PHY communications module being operatively coupled to said crypto 
communications module (Fig. 7, encoder/scrambler is residing within PHY and 
sharing control signals with other components of PHY). 

Regarding claim 2, the rejection of claim 1 is incorporated and further Fujimori 
discloses that PHY communications module is configured to provide connectivity 
through a MDIO/MDC interface (Fig. 7, Numerals 380A and 380, also at paragraph 
0035, "The MAC 20 also interfaces to the single-chip multi-sublayer PHY 10 
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through the serial MDIO (management data input/output) interface 16."), and said 
PHY controls the operation of said crypto device (Fig. 7, Numeral 326 and 316) 

Regarding Claim 4, the rejection of claim 1 is incorporated and further Fujimori 
discloses that PHY communications module is configured to provide connectivity 
through a MDIO/MDC interface (Fig. 7, Numerals 380A and 380, also at paragraph 
0035, "The MAC 20 also interfaces to the single-chip multi-sublayer PHY 10 
through the serial MDIO (management data input/output) interface 16."); and said 
crypto communications module is coupled to said MDIO/MDC interface (Fig. 7, 
numerals 312, 380, 380A, 326, Paragraph 0082, Incoming data through component 
312, which goes through scrambler, relay on the clock signal from MDC/MDIO 
interface, therefor scrambler can be seen coupled to MDIO/MDC interface.) 

Regarding Claim 5, the rejection of claim 1 is incorporated and further Fujimori 
discloses a master communications module coupled between said PHY 
communications module and said crypto communications module (Fig. 7, 
"Management & Control Block") 

Regarding Claim 6, the rejection of claim 1 is incorporated and further Fujimori 
discloses that crypto communications module is configured to provide connectivity 
through a MDIO/MDC interface (Fig. 7, numerals 312, 380, 380A, 326, Paragraph 
0082, Incoming data through component 312, which goes through scrambler, 
relay on the clock signal from MDC/MDIO interface, therefor MDIO/MDC interface 
can be seen as an interface that enables data to go to the scrambler component.), 
and said crypto device controls the operation of said PHY (Fig. 7, Numeral 326, data 
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that goes through PHY passes through encoder/scrambler therefor 
encoder/scrambler component infect controls the operation of PHY) 

Regarding Claim 7, the rejection of claim 1 is incorporated and further Fujimori 
discloses that PHY communications module is configured to provide connectivity 
through a serial wire interface (Fig. 4, Numeral 19, Paragraph 0035, "The single-chip 
multi-sublayer PHY 10 also interfaces to EEPROM 40 through a two-wire serial 
interface 19") 

Regarding Claim 8, the rejection of claim 7 is incorporated and further Fujimori 
discloses that serial wire interface is configured to communicate with a plurality of 
devices (Fig. 7, numeral 382, 383, Paragraph 0084, "The single-chip 10 2 -wire 
serial interface 19 accesses the external devices through two dedicated interface 
signals, SDA (data) 383 and SCL (clock) 382.") 

Regarding Claim 9, the rejection of claim 8 is incorporated and further Fujimori 
discloses that plurality of devices include at least one device that communicates at the 
PHY level (Fig. 7, SDA (data) 383 and SCL (clock) 382) and at least one device that 
performs security functions (Fig. 7, Numeral 382, SCL (Clock)). 

Regarding Claim 10, the rejection of claim 7 is incorporated and further Fujimori 
discloses that serial wire interface communicates with at least one device that performs 
both PHY and Security functions (Fig. 7, Numeral 382, SCL (Clock)). 

Regarding Claim 11, Fujimori discloses an apparatus for providing link layer 
security in a Physical Layer Transceiver (PHY) comprising: 
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analog circuitry means for providing connectivity to a data transmission medium 
(Fig. 4, Numerals 1, 17 and 30 and paragraph 0030) 

digital circuitry means coupled to said analog circuitry means (Fig. 5, Numeral 
130), said digital circuitry providing connectivity to a Media Access Controller (MAC); 
(Fig. 5, numerals 20 and 10) PHY communications means coupled to said analog and 
digital circuitry means (Fig. 4, Numerals 15 and 17); 

crypto engine means coupled to said digital circuitry means (Fig. 7, Numeral 
326, "Encoder/Scrambler"); 

crypto communications means coupled to said crypto engine means (Fig. 7, 
Numeral 326, data link and other links that are connected to component 326 
providing data and control signals); and 

said PHY communications means being operatively coupled to said crypto 
communications module (Fig. 7, encoder/scrambler is residing within PHY and 
sharing control signals with other PHY devices). 

Regarding claim 12, the rejection of claim 1 1 is incorporated and further Fujimori 
discloses PHY communications means being configured for providing connectivity 
through a MDIO/MDC interface (Fig. 7, Numerals 380A and 380, also at paragraph 
0035, "The MAC 20 also interfaces to the single-chip multi-sublayer PHY 10 
through the serial MDIO (management data input/output) interface 16."), and said 
PHY controls the operation of said crypto device (Fig. 7, Numeral 326 and 316) 

Regarding Claim 14, the rejection of claim 1 1 is incorporated and further Fujimori 
discloses PHY communications means is configured to provide connectivity through a 
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MDIO/MDC interface (Fig. 7, Numerals 380A and 380, also at paragraph 0035, "The 
MAC 20 also interfaces to the single-chip multi-sublayer PHY 10 through the 
serial MDIO (management data input/output) interface 16."); and said crypto 
communications means is coupled to said MDIO/MDC interface (Fig. 7, numerals 312, 
380, 380A, 326, Paragraph 0082, Incoming data through component 312, which 
goes through scrambler, relay on the clock signal from MDC/MDIO interface, 
therefor scrambler can be seen coupled to MDIO/MDC interface.) 

Regarding Claim 15, the rejection of claim 11 is incorporated and further 
Fujimori discloses a master communications means coupled between said PHY 
communications means and said crypto communications means (Fig. 7, "Management 
& Control Block") 

Regarding Claim 16, the rejection of claim 11 is incorporated and further 
Fujimori discloses that crypto communications means is configured to provide 
connectivity through a MDIO/MDC interface (Fig. 7, numerals 312, 380, 380A, 326, 
Paragraph 0082, Incoming data through component 312, which goes through 
scrambler, relay on the clock signal from MDC/MDIO interface, therefor 
MDIO/MDC interface can be seen as an interface that enables data to go to the 
scrambler component.), said crypto device means controls the operation of said PHY 
(Fig. 7, Numeral 326, data that goes through PHY passes through 
encoder/scrambler therefor encoder/scrambler component infect controls the 
operation of PHY) 
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Regarding Claim 17, the rejection of claim 1 1 is incorporated and further Fujimori 
discloses that said PHY communications means is configured to provide connectivity 
through serial wire interface means (Fig. 4, Numeral 19, Paragraph 0035, "The 
single-chip multi-sublayer PHY 10 also interfaces to EEPROM 40 through a two- 
wire serial interface 19") 

Regarding Claim 18, the rejection of claim 17 is incorporated and further Fujimori 
discloses that said serial wire interface means is configured to communicate with a 
plurality of devices (Fig. 7, numeral 382, 383, Paragraph 0084, "The single-chip 10 
2 -wire serial interface 19 accesses the external devices through two dedicated 
interface signals, SDA (data) 383 and SCL (clock) 382.") 

Regarding Claim 19, the rejection of claim 18 is incorporated and further Fujimori 
discloses that said plurality of devices include at least one device that communicates at 
the PHY level, (Fig. 7, SDA (data) 383 and SCL (clock) 382) and at least one device 
that performs security functions (Fig. 7, Numeral 382, SCL (Clock)). 

Regarding Claim 20, the rejection of claim 17 is incorporated and further Fujimori 
discloses that said serial wire interface communicates with at least one device that 
performs both PHY and Security functions. (Fig. 7, Numeral 382, SCL (Clock)). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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• Dhir et al. (US 2005/0084076 A1 ): Discloses wireless transceiver in which field 
programmable gate array (FPGA) is coupled to memory having programming 
instructions for configuring the FPGA with a medium access layer selected from 
more than one type of medium access layers. A physical layer is hardwired or 
embedded on the FPGA, or a separate integrated circuit for the physical layer is 
used. This device provides link layer security by having authentication and 
encryption functionalities on FPGA. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Yogesh Paliwal whose telephone number is (571) 270- 
1807. The examiner can normally be reached on M-F: 7:30 AM - 5:00 PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Brian P. Werner can be reached on (571) 272-7401 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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